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TTHHIISS  DDOOCCUUMMEENNTT  PPRROOVVIIDDEESS  IINNFFOORRMMAATTIIOONN  regarding the processing and protection of personal information in 

terms of the Protection of Personal Information Act, 2013 (Act No. 4 of 2013) (“POPIA”) by EE44  SSTTRRAATTEEGGIICC  ((PPTTYY))  

LLTTDD (registration number 2006/027343/07) and its South African subsidiaries (collectively referred to as “e4”). 

11..  PPUURRPPOOSSEE  OOFF  TTHHIISS  DDOOCCUUMMEENNTT  

POPIA stipulates as among its primary purposes; giving effect to the constitutional right to privacy, the 

establishment of the way personal information may be processed by prescribing minimum threshold 

requirements for the lawful processing of personal information and providing remedies to persons whose 

personal information is not processed in accordance with POPIA. 

The purpose of this document is to provide third parties with general information regarding e4’s 

processing and protection of personal information as part of its business operations.   

22..  EE44  RREESSPPEECCTTSS  YYOOUURR  RRIIGGHHTT  TTOO  PPRRIIVVAACCYY  

2.1. Your right of privacy is enshrined in the South African Constitution which expressly states that 

everyone has the right to privacy, which right includes protection against the unlawful processing of 

personal information.  POPIA is aimed at facilitating the protection of this important right.   

2.2. e4 is committed not only to the letter of the law, but also to the spirit of the law and places 

high importance on the correct, lawful, and fair handling of all personal information, 

respecting the legal rights, privacy, and trust of all persons with whom it transacts. 

33..  AAPPPPLLIICCAATTIIOONN  OOFF  PPOOPPIIAA  

3.1. POPIA applies to the processing of personal information entered in a record by or for a responsible 

party by making use of automated or non‐automated means.   

3.2. The definitions of italicized terms used in this document are as defined in POPIA. 

44..  PPRROOCCEESSSSIINNGG  AASS  AA  RREESSPPOONNSSIIBBLLEE  PPAARRTTYY  OORR  AASS  AANN  OOPPEERRAATTOORR  

4.1. e4 processes records:  

4.1.1. as a responsible party in certain situations; and 

4.1.2. as an operator in other situations, i.e., for a responsible party. 
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4.2. POPIA draws a distinction between a responsible party and an operator, recognising that not all 

organisations involved in the processing of personal information have the same degree of 

responsibility.  

4.3. It is the responsible party that must exercise control over the processing and carry a 

concomitant data protection responsibility for it.  

4.4. As defined in POPIA: 

4.4.1. A responsible party is any public or private body or any other legal/natural person which, 

alone or in conjunction with others, determines the purpose of and means for processing 

personal information. 

4.4.2. An operator is a person who processes personal information for a responsible party in terms 

of a contract or mandate, without coming under the direct authority of that party. 

IT IS IMPORTANT THAT YOU KNOW THE DIFFERENCES BETWEEN THESE TWO ROLES UNDER 

POPIA WHEN CONSIDERING THE PROCESSING OF CERTAIN SPECIFIC RECORDS BY e4 IN A 

PARTICULAR CONTEXT. 

55..  TTHHEE  RRIIGGHHTTSS  OOFF  DDAATTAA  SSUUBBJJEECCTTSS  

In terms of POPIA, as a data subject, you have the right:  

5.1. to be notified that personal information about you is being processed; 

5.2. to establish whether a responsible party holds personal information about you; 

5.3. to request the correction, destruction, or deletion of your personal information; 

5.4. to object to the processing of your personal information; 

5.5. to be notified that their personal information has been accessed or acquired by an unauthorised 

person; 

5.6. not to be subject, under certain circumstances, to a decision which is based solely on the basis of 

the automated processing of their personal information intended to provide a profile of such 

person; 

5.7. to submit a complaint to the information regulator regarding the alleged interference with the 
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protection of the personal information of any data subject; and 

5.8. to institute civil proceedings regarding the alleged interference with the protection of their personal 

information. 

66..  TTHHEE  DDAATTAA  PPRROOTTEECCTTIIOONN  PPRRIINNCCIIPPLLEESS  

e4 aims to ensure continued compliance with POPIA, which sets out the following principles with which 

any party handling personal information must comply. All personal information must be: 

6.1. processed lawfully and in a reasonable manner in relation to the data subject. 

6.2. processed only if the purpose for which it is to be processed is adequate, relevant, and not 

excessive. 

6.3. collected for specific, explicitly defined, and lawful purpose and not processed in a manner that is 

incompatible with those purposes.  

6.4. complete, accurate, not misleading and, where necessary, kept up to date. every reasonable step 

must be taken to ensure that personal information that is inaccurate, irrelevant, excessive, out of 

date, incomplete, misleading, or obtained unlawfully, is corrected, or deleted without delay. 

6.5. retained for no longer than is necessary for achieving the purpose for which the personal 

information was collected or subsequently processed. personal information may be retained for 

longer periods if:  

6.5.1. retention of the record is required or authorised by law; 

6.5.2. the responsible party reasonably requires the record for lawful purposes related to its 

functions or activities;  

6.5.3. retention of the record is required by a contract between the parties thereto; 

6.5.4. the data subject has consented to the retention of the record; or  

6.5.5. retained for historical, statistical or research purposes if the responsible party has 

established appropriate safeguards against the records being used for any other purposes. 

6.6. processed in a manner that secures the integrity and confidentiality of the personal information by 

taking appropriate, reasonable technical and organisational measures to prevent loss of, damage 
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to, unauthorised destruction of, unlawful access to, and unlawful processing of personal 

information. 

77..  LLAAWWFFUULL  AANNDD  RREEAASSOONNAABBLLEE  PPRROOCCEESSSSIINNGG  

POPIA seeks to ensure that personal information is processed lawfully and in a reasonable manner in 

relation to a data subject. Specifically, POPIA provides personal information may only be processed if at 

least one of the following applies:  

7.1. the data subject consents to the processing; 

7.2. processing is necessary to carry out actions for the conclusion or performance of a contract to 

which the data subject is party; 

7.3. processing complies with an obligation imposed by law on the responsible party; 

7.4. processing protects a legitimate interest of the data subject; 

7.5. processing is necessary for the proper performance of a public law duty by a public body; or 

7.6. processing is necessary for pursuing the legitimate interests of the responsible party or of a third 

party to whom the personal information is supplied. 

88..  PPUURRPPOOSSEE  FFOORR  PPRROOCCEESSSSIINNGG  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  BBYY  EE44  

e4 processes personal information for the following purposes: 

8.1. Responding to client/prospective client enquiries; 

8.2. Sending quotes for products and/or services; 

8.3. Processing applications for products and/or services; 

8.4. Verifying client/prospective client identities; 

8.5. Providing clients with products and/or services; 

8.6. Improving e4’s products and/or services by analysing it for trends; 

8.7. Inviting clients/prospective clients to attend events held by e4; 
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8.8. Sending clients/prospective clients updates on the latest developments regarding e4’s products 

and/or services; 

8.9. Sending clients/prospective clients marketing material (including electronic communications) 

relating to other products and/or services they might be interested in; 

8.10. Managing a database of clients/prospective clients;  

8.11. Staff administration; 

8.12. Keeping of accounts and records; 

8.13. Complying with tax laws and other applicable laws; and 

8.14. Any other relevant purpose in terms of any applicable law, code or standard. 

99..  AADDEEQQUUAATTEE,,  RREELLEEVVAANNTT  AANNDD  LLIIMMIITTEEDD  PPRROOCCEESSSSIINNGG  

e4 will only process personal information for and to the extent necessary for the specific purpose or 

purposes in respect of which data subjects have been informed (or will be informed). 

e4 employees may only collect and process personal information only to the extent required for the 

performance of their duties and only in accordance with e4’s internal Data Protection Policy. personal 

information may not be processed for any unrelated purposes. 

1100..  CCAATTEEGGOORRIIEESS  OOFF  DDAATTAA  SSUUBBJJEECCTTSS  AANNDD  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  PPRROOCCEESSSSEEDD  BBYY  EE44  

e4 possesses records of personal information relating to clients, suppliers, employees, board and 

committee members, contractors, service providers, and members of the public.  These are categorised 

as follows: 

Data Subject Category Personal Information Processed 

Natural Persons: Names; contact details; physical and postal addresses; date of birth; 

identity number; passport number; tax related information; nationality; 

gender; confidential correspondence. 

Juristic Persons / Entities: Names of contact persons; name of legal entity; physical and postal 

address and contact details; financial information; registration number; 
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founding documents; tax related information; authorised signatories, 

ultimate beneficial owners. 

Contracted Service 

Providers: 

Names of contact persons; name of legal entity; physical and postal 

address and contact details; financial information; registration number; 

founding documents; tax related information; authorised signatories, 

ultimate beneficial owners. 

Employees, Board and 

Committee Members: 

Members gender; marital status; ethnicity; age; home language, education 

information; financial information; employment history; identity number; 

physical and postal address; contact details; opinions, criminal behaviour; 

well-being. 

1111..  NNOOTTIIFFIICCAATTIIOONN  TTOO  DDAATTAA  SSUUBBJJEECCTT  WWHHEENN  PPRROOCCEESSSSIINNGG  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  

11.1. If personal information is Processed, and if e4 is the responsible party, e4 is required to take 

reasonably practicable steps to ensure that the data subject is aware of: 

11.1.1. the personal information being collected and where the personal information is not collected 

from the data subject, the source from which it is collected; 

11.1.2. the name and address of the e4 as the responsible party; 

11.1.3. the purpose for which the information is being collected; 

11.1.4. whether or not the supply of the information by that data subject is voluntary or mandatory; 

11.1.5. the consequences of failure to provide the information; 

11.1.6. any particular law authorising or requiring the collection of the information; 

11.1.7. the fact that, where applicable, e4 intends to transfer the personal information to another 

country or international organisation and the level of protection afforded to the information 

by that other country or international organisation; 

11.1.8. any further information such as the: 

(a) recipient or category of recipients of the personal information; 

(b) nature or category of the personal information; 



 

 
PPRROOCCEESSSSIINNGG  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  AATT  EE44  

[v17-01-2022] 

 
 

 
© Copyright 2022, e4 Strategic (Pty) Ltd 

7 

(c) existence of the right of access to and the right to rectify the personal information 

collected; 

(d) existence of the right to object to the processing of personal information; and 

(e) right to lodge a complaint to the information regulator and the contact details of the 

information regulator. 

11.2. The steps in paragraph 11.1 are required to be taken: 

11.2.1. if the personal information is collected directly from the data subject, before the personal 

information is collected, unless the data subject is already aware thereof; or 

11.2.2. in any other case, before the personal information is collected or as soon as reasonably 

practicable after it has been collected. 

1122..  AACCCCUURRAACCYY  AANNDD  KKEEEEPPIINNGG    UUPP  TTOO  DDAATTEE  

e4 requires that all personal information processed and held by it is kept accurate and up-to-date. This 

includes, but is not limited to, correcting personal information at the request of a data subject.  The 

accuracy of personal information is required to be checked when it is collected and at regular intervals 

thereafter.  If any personal information is found to be inaccurate or out-of-date, steps are required to be 

taken without delay to correct, update or delete that personal information, as is appropriate.  

1133..  RREETTEENNTTIIOONN  

e4 will not keep personal information for any longer than is necessary to achieve the purpose or purposes 

for which that personal information was originally required to be Processed.  When personal information is 

no longer required, all steps are required to be taken to destroy or otherwise delete it without delay.  

1144..  SSEECCUURREE  PPRROOCCEESSSSIINNGG  

14.1. e4 seeks to secure the integrity and confidentiality of personal information in its possession or 

under its control by taking appropriate, reasonable technical and organisational measures to 

prevent: 

14.1.1. loss of, damage to, or unauthorised destruction of personal information; and 

14.1.2. unlawful access to, or processing of personal information. 
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14.2. This includes taking all reasonable measures to: 

14.2.1. identify all foreseeable internal and external risks to personal information in e4’s possession 

or under its control; 

14.2.2. establish and maintain appropriate safeguards against the risks identified; 

14.2.3. regularly verify that the safeguards are effectively implemented; and 

14.2.4. ensure that the safeguards are continually updated in response to new risks or deficiencies 

in previously implemented safeguards. 

14.3. Data security is required to be be maintained at all times by securing the integrity, confidentiality, 

and availability of personal information as follows:  

14.3.1. Only those with a genuine need to access and use personal information and who are 

authorised to do so may access and use it;  

14.3.2. personal information must be accurate and suitable for the purpose or purposes for which it 

is Processed; and  

14.3.3. Authorised users must always be able to access the personal information only as required 

for the authorised purpose or purposes.  

1155..  IINNFFOORRMMAATTIIOONN  SSEECCUURRIITTYY  MMEEAASSUURREESS  

e4 employs up to date technologies to ensure the confidentiality, integrity, and availability of the personal 

information under its care. These measures include: 

15.1. Firewalls; 

15.2. Virus protection software and update protocols; 

15.3. Secure access control; 

15.4. Secure setup of hardware and software making up the IT infrastructure; 

15.5. Outsourced service providers who process personal information on behalf of e4 are contracted and 

audited to implement security controls; 
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15.6. Confidentiality and non-disclosure agreements. 

1166..  DDAATTAA  PPRROOTTEECCTTIIOONN  IIMMPPAACCTT  AASSSSEESSSSMMEENNTTSS  

e4 carries out data protection impact assessments, overseen by the information officer that seek to, 

amongst other things, address the following:  

16.1. the risks posed to data subjects and to e4, including their likelihood and severity.  

16.2. the necessity and proportionality of the processing with respect to the purpose(s) for which it is 

being Processed;  

16.3. the proposed measures to minimise and handle identified risks; 

16.4. the state of all relevant technical and organisational measures to be taken 

1177..  EE44’’SS  SSEERRVVIICCEE  PPRROOVVIIDDEERRSS  

17.1. e4 from time to time communicates personal information to service providers who render the 

following services: 

17.1.1. Capturing and organising of data; 

17.1.2. Storing of data; 

17.1.3. Sending of emails and other correspondence to stakeholders; 

17.1.4. Conducting due diligence checks; 

17.1.5. Assistance in product/service delivery; 

17.1.6. Administration assistance. 

17.2. These service providers are, as operators or sub-operators, are required to be appropriately 

contracted to and monitored by e4 to ensure continued compliance with POPIA. 

1188..  AACCTTUUAALL  OORR  PPLLAANNNNEEDD  TTRRAANNSS--BBOORRDDEERR  FFLLOOWWSS  OOFF  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  

18.1. e4 does from time to time have foreign-based clients. e4 also from time to time uses foreign-based 

service providers to provide its products and/or services. e4 may also be required to share 
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personal information with foreign-based regulators on an ad hoc basis.  

18.2. Any personal information shared with foreign-based service providers or regulators is to be in 

accordance with the requirements of POPIA. 

1199..  EE44’’SS  IINNFFOORRMMAATTIIOONN  OOFFFFIICCEERR  

19.1. e4’s information officer (whose contact details appear at the end of this document) is responsible 

for: 

19.1.1. encouraging compliance by e4 with the conditions for the lawful processing of personal 

information; 

19.1.2. dealing with requests made to e4 pursuant to POPIA; 

19.1.3. working with the information regulator in relation to investigations conducted pursuant to 

POPIA in relation to e4; 

19.1.4. otherwise ensuring compliance by e4 with the provisions of POPIA; and 

19.1.5. administering this policy and for developing and implementing any applicable related 

policies, procedures, and/or guidelines. 

19.2. e4’s information officer is required to be consulted in any of the following cases:  

19.2.1. if there is any uncertainty relating to the lawful basis on which personal information is to be 

processed;  

19.2.2. if consent is being relied upon in order to process personal information;  

19.2.3. if there is any uncertainty relating to the retention period for any particular type of personal 

information;  

19.2.4. if any new or amended privacy notices or similar privacy-related documentation are 

required;  

19.2.5. if any assistance is required in dealing with the exercise of a data subject’s rights (including, 

but not limited to, the handling of data subject access requests);  

19.2.6. if a data breach (suspected or actual) has occurred;  
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19.2.7. if there is any uncertainty relating to security measures (whether technical or operational) 

required to protect personal information;  

19.2.8. if personal information is to be shared with third parties (whether such third parties are 

acting as responsible parties or operators);  

19.2.9. if personal information is to be transferred outside of the republic and there are questions 

relating to the legal basis on which to do so;  

19.2.10. when any significant new processing activity is to be carried out, or significant changes are 

to be made to existing processing activities, which will require a data protection impact 

assessment;  

19.2.11. when personal information is to be used for purposes different to those for which it was 

originally collected;  

19.2.12. if any automated processing, including profiling or automated decision-making, is to be 

carried out;  

2200..  AACCCCOOUUNNTTAABBIILLIITTYY  AANNDD  RREECCOORRDD--KKEEEEPPIINNGG  

20.1. e4’s information officer is responsible for developing and implementing any applicable related 

policies, procedures, and/or guidelines.  

20.2. e4’s employees are trained in data protection and privacy, addressing the relevant aspects of 

complying with POPIA.  

20.3. e4’s data protection compliance is regularly reviewed and evaluated by means of data protection 

audits.  

20.4. e4 keeps written internal records of all personal information processing, which includes 

20.4.1. the purposes for which e4 Processes personal information;  

20.4.2. the legal basis or bases (including, but not limited to, Consent, the mechanism(s) for 

obtaining such Consent, and records of such Consent) for processing personal information;  

20.4.3. details of the categories of personal information Processed by e4, and the categories of 

data subject to which that personal information relates;  
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20.4.4. the name and details of any applicable third-party data transfers, including any operators 

and other responsible parties with whom personal information may be shared; 

20.4.5. details of any transfers of personal information to other countries including all mechanisms 

and security safeguards;  

20.4.6. details of how long personal information will be retained by e4;  

20.4.7. details of personal information storage, including location(s); and 

20.4.8. detailed descriptions of all technical and organisational measures taken by e4 to ensure the 

security of personal information.  

2211..  AACCCCEESSSS  TTOO  RREECCOORRDDSS  OOFF  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  

21.1. A data subject, after having provided adequate proof of identity, has the right to: 

21.1.1. request e4 to confirm, free of charge, whether or not e4, as a responsible party, holds 

personal information about them; and 

21.1.2. request from e4, as a responsible party, the Record, or a description of the personal 

information about them held by e4, including information about the identity of all third 

parties, or categories of third parties, who have, or have had, access to the personal 

information: 

21.2. If, in response to a request in terms of paragraph 21.1, it is found that e4 holds the data subject’s 

personal information in its capacity as an operator on behalf of another responsible party (e.g. e4’s 

clients), e4 shall refer the request to the other responsible party concerned.  e4 shall also inform 

the data subject that it has referred the request to the responsible party, provide the data subject 

with the contact details of the responsible party and advise that e4 is awaiting instructions.  e4 shall 

comply with all reasonable instructions from the responsible party concerned. 

21.3. Any confirmation, Record or description requested in terms of paragraph 21.1 is required to be 

provided with a reasonable time period, and in a manner and format that is generally 

understandable.   

21.4. Any confirmation, Record or description requested in terms of paragraph 21.1 will be provided free 

of charge.  Notwithstanding, e4 reserves the right to charge reasonable fees for additional copies 

of personal information that has already been supplied to a data subject, and for requests that are 
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manifestly unfounded or excessive, particularly where such requests are repetitive. 

21.5. e4 will refuse to disclose any personal information requested in terms of paragraph 21.1 where:  

21.5.1. such disclosure would involve the disclosure of another third person’s personal information; 

or 

21.5.2. disclosure would constitute an action for breach of a duty of confidentiality lawfully owed to 

a third party in terms of an agreement (for example: e4, as an operator, owes its banking 

and attorney client’s such an obligation). 

2222..  OOBBJJEECCTTIIOONNSS  TTOO  PPRROOCCEESSSSIINNGG  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN    

22.1. A data subject may object, at any time, that the processing of their personal information: 

22.1.1. protects a legitimate interest of the data subject; 

22.1.2. is necessary for the proper performance of a public law duty by a Public Body; or 

22.1.3. processing is necessary for pursuing the legitimate interests of the responsible party or of a 

third party to whom the information is supplied. 

22.2. An objection in terms of paragraph 22.1 must be submitted to e4 on Form 1 (attached hereto).  e4 

will provide the data subject with such assistance as is reasonably necessary, free of charge, to 

enable the data subject to make an objection on Form 1. 

2233..  CCOORRRREECCTTIIOONN  OORR  DDEELLEETTIIOONN  OOFF  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN    

23.1. A data subject may request e4 as the responsible party to: 

23.1.1. correct or delete personal information about the data subject in e4’s possession or under its 

control that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading, or 

obtained unlawfully; or 

23.1.2. destroy or delete a Record of personal information about the data subject that e4 is no 

longer authorised to retain. 

23.2. A request in terms of paragraph 23.1 must be submitted to e4 on Form 2 (attached hereto).  e4 

shall provide the data subject with such assistance as is reasonably necessary, free of charge, to 
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enable a data subject to make a request on Form 2. 

23.3. On receipt of a duly completed and signed Form 2, e4 shall, as soon as is reasonably practicable: 

23.3.1. correct the personal information; 

23.3.2. destroy or delete the personal information; 

23.3.3. Notify the data subject of the action taken as a result of the request and provide credible 

evidence in support of the corrected, deleted or destroyed personal information or Record; 

or 

23.3.4. where agreement cannot be reached with the data subject, and if the data subject so 

requests, take such steps as are reasonable in the circumstances to attach to the 

information in such a manner that it will always be read with the personal information an 

indication that a correction of the information has been requested but has not been made. 

23.4. If e4 has taken steps under paragraph 23.3 that result in a change to the personal information and 

the change has an impact on decisions that have been or will be taken in respect of the data 

subject in question, e4, if reasonably practicable, will inform each Person or body or responsible 

party to whom the personal information has been disclosed of those steps. 

2244..  PPRROOCCEEDDUURREE  FFOORR  RREEQQUUEESSTTIINNGG  AACCCCEESSSS  TTOO  RREECCOORRDDSS  OOFF  PPEERRSSOONNAALL  IINNFFOORRMMAATTIIOONN  

Please see the e4 PAIA Manual on the e4 website (www.e4.co.za) for details of the procedure required to 

be followed on how records of personal information held by e4 may be accessed. 

2255..  IINNFFOORRMMAATTIIOONN  OOFFFFIICCEERR  CCOONNTTAACCTT  DDEETTAAIILLSS  

Should you have any queries or concerns regarding our processing and protection of personal information 

at e4, please do not hesitate to contact our information officer, whose contact details are as follows: 

e4’s information officer: Kevin Halkerd 

Telephone number: +27 860 340 000 

Email: informationofficer@e4.co.za  

Postal address: Postnet Suite 104 

 Private Bag X11 

 Birnam Park2015 

 South Africa 

http://www.e4.co.za/
mailto:informationofficer@e4.co.za
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Street address: 55 Sixth Road 

 Hyde Park 

 Johannesburg 

 Gauteng 

 South Africa 

2266..  YYOOUURR  RRIIGGHHTT  TTOO  RREEPPOORRTT  EE44  TTOO  TTHHEE  IINNFFOORRMMAATTIIOONN  RREEGGUULLAATTOORR  

Whilst e4 would prefer that you first try to sort out any problems you may have directly with e4 regarding 

the processing and protection of personal information at e4 (in accordance with the procedures described 

in e4’s PAIA Manual on the e4 website at www.e4.co.za), please know that, in terms of POPIA, you, in 

most instances as a data subject, always have the right to submit a complaint at any time to the 

information regulator, whose contact details are as follows: 

Website: https://www.justice.gov.za/inforeg/   

Postal address: P.O. Box 31533 

 Braamfontein 2017 

e-mail address (general): inforeg@justice.gov.za  

e-mail address (complaints): complaints.IR@justice.gov.za  

https://www.justice.gov.za/inforeg/
mailto:inforeg@justice.gov.za
mailto:complaints.IR@justice.gov.za

